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Abstract:-The deployment and use of Radio Frequency
Identification (RFID) technology is growing rapidly across
many different industries. Developers apply the technology not
only in traditional applications such as asset or inventory
tracking, but also in security services such as electronic
passports and RFID-embedded credit cards. Within less than a
decade, a large number of research papers dealing with
security issues of RFID technology have appeared. In this
paper we want to provide some thoughts on security issues
concerning RFID systems and to highlight some of the areas
that have to be considered regarding this topic. To deal with
security and RFID means to deal not only with security aspects
of RFID systems but also with security aspects of anything or
anyone affected by RFID systems. The widespread
dissemination of identification technology and storage devices
certainly has side effects and can lead to new threats in other
areas and applications.
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L. INTRODUCTION

The significance of radio frequency identification (RFID)
security is increasing explosively, leading to a research
trend. The current most severe RFID security issues are
privacy and authentication security. The renewable identity
(ID) approach with a central database is the current
dominating approach to achieve user privacy and
authentication security. RFID (Radio-Frequency
[Dentification) is a technology for automated IDentification
of objects and people. Human beings are skillful at
identifying objects under a variety of challenge
circumstances. A bleary-eyed person can easily pick out a
cup of coffee on a cluttered breakfast table in the morning,
for example. Computer vision, though, performs such tasks
poorly. RFID may be viewed as a means of explicitly
labeling objects to facilitate their “perception” by computing
devices. RFID is expected to completely replace the bar
code systems in near future. For commercial markets, RFID
systems should overcome not only the restriction of cheap
RFID tags but also operational and security problems such
as scalability, the tracking problem and the cloning problem.
In many cases, the security part is simplified in order to
minimize a tags price. The technology has much potential to
make life more comfortable and to provide huge savings due
to increased productivity. But on the other hand, there are
various requirements regarding security and privacy
protection that need to be addressed properly. With the use
of Internet many vulnerabilities and threats to the system
security and the privacy of the users are inherited. This can
be a malicious agent faking an innocent PML request over
an ONS service or a disgruntled employee adding incorrect
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product information in the database, causing confusion and
damaging the systems integrity. RFID tags may pose
security and privacy risks to both organizations and
individuals.[1,3]
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Figure 1.0 RFID Basic System
I1. SECURITY AND PRIVACY ISSUES

RFID systems, similar to other wireless technology, display
a number of security and privacy risks to users; both the
consumers and the manufactures. The following sections
take a closer look at the security and privacy threats reacted
by the use of RFID systems. It is important to note that
privacy is a multi dimensional issue involving many areas
such as policies, security and law enforcement agencies.
Perfect Secrecy is only a mathematical concept; in reality,
there will always be a human element that is difficult to
quantify into any mathematical formulation. Thus, it is
practically impossible to have a perfectly secure system.
Once this is understood then it is possible to move onto
addressing security and privacy issues shadowing RFID. It
is important to understand the factors contributing to low
RFID costs and the limitations placed on these low cost
labels before considering the subject of security and privacy.
Public acceptance of a RFID-based ‘Internet of Things’
depends on strong technical and operational, security and
privacy solutions being in place. The security issues
surrounding RFID and the challenges of providing security
services, to meet the cost and interoperability requirements
of the business process, with a resource limited device have
been written about extensively in academic, government and
industry publications. In this section we discuss only briefly
the high-level system security aspects, which include some
of the main challenges for the deployment of user-oriented
RFID applications. [2,3]

A. Jamming
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Jamming means a deliberate attempt to disturb the air
interface between reader and tag and thereby attacking the
integrity or the availability of the communication. This
could be achieved by powerful transmitters at a large
distance, but also through more passive means such as
shielding. As the air interface is not very robust, even
simple passive measures can be very effective. jamming,
which paralyses the communication of an RFID system by
generating a radio noise at the same frequency as that used
by the system.
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Figure 2.0 Attacks at Various Layers

B. Eavesdropping

Since an RFID tag is a wireless device that emits data,
usually a unique identifier, when interrogated by an RFID
reader, there exists a risk that the communication between
tag and reader can be eavesdropped. Eavesdropping occurs
when an attacker intercepts data with a compliant reader—
one for the correct tag family and frequency—while a tag is
being read by an authorized RFID reader. Since most RFID
systems use clear text communication, due to tag memory
capacity or cost, eavesdropping is a simple but efficient
means for the attacker to obtain information on the collected
tag data. The information picked up during the attack can
have serious implications it can be used in subsequent
attacks against the RFID system. The communication
between reader and transponder via the air interface is
monitored by intercepting and decoding the radio signals.
This is one of the most specific threats to RFID systems.
The eavesdropped information could for example be used to
collect privacy sensitive information about a person. It could
also be used to perform a replay attack, i.e. the attacker
records all communicated messages and later on can either
simulate this tag towards the reader, or simulate this reader
towards the tag.

C. Replay attack

In the case of replay attack, the attacker abuses another
person's identity by repeating the same authentication
sequence as the one provided by an authorized person. A
replay attack may be led by a clone of the legitimate tag or

by re-sending the eavesdropped signal from a PC equipped
with an appropriate card and antenna. In order to perform a
replay attack, an attacker has to obtain some information
which is sent by the tag during normal communication. The
first line of defense is therefore to counter eavesdropping
and unauthorized tag reading. A specific countermeasure
against replay attack is authentication of the tag e.g. with a
challenge response protocol. If the protocol is well
designed, the key necessary for calculation
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Figure 3.0 Attack points
D. Deactivation
This type of attack renders the transponder useless through
the unauthorized application of delete commands or kill
commands, or through physical destruction. Depending on
the type of deactivation, the reader can either no longer
detect the identity of the tag, or it cannot even detect the
presence of the tag in the reading range.
A. Detaching the tag
A transponder is separated physically from the tagged item
and may subsequently be associated with a different item, in
the same way that price tags are "switched". Since RFID
systems are completely dependent on the unambiguous
identification of the tagged items by the transponders, this
type of attack poses a fundamental security problem, even
though it may appear trivial at first sight. [5,7]
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Figure 4.0 Overview of Major attacks

B. Spoofing

Spoofing is defined as duplicating tag data and transmitting
it to a reader. Data acquired from a tag, by whatever means,
is transmitted to a reader to mimic a legitimate source. For
example, for an electronic seal, a threat that defines
Spoofing is where the e-seal information is transmitted to
the reader from some alternative source that is not the
original e-seal. If the security protocol used in the RFID
channel is revealed, attackers can write blank RFID tags
with the same formatted data that has been collected. For
instance, dishonest persons could replace the RFID tag on
an item to get a cheaper price when checking out from a
supermarket. Spoofing is defined as duplicating tag data and
transmitting it to a reader. Data acquired from a tag, by
whatever means, is transmitted to a reader to mimic a
legitimate source. For example, for an electronic seal, a
threat that defines spoofing is where the e-seal information
is transmitted to the reader from some alternative source that
is not the original e-seal. [9]

A. Man-in-the-middle attack

Depending on the system configuration, a man-in-the-
middle (MITM) attack is possible while the data is in transit
from one component to another. An attacker can interrupt
the communication path and manipulate the information
back and forth between RFID components. This is a real-
time threat. The attack reveals the information before the
intended device receives it and can change the information
en route (Welch & Lathrop, 2003). Even if it received some
invalid data, the system being attacked might assume the
problem was caused by network errors and would not
recognize that an attack occurred. An RFID system is
particularly vulnerable to MITM attacks because the tags
are small in size and low in price, all of which means that
there is generally a lack of sophisticated protection circuitry.
[4,7]
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Figure 5.0 RFID Threat Categories
B. Cloning
Tag cloning is a process that first captures the data from a
legitimate tag and then creates an unauthorized copy of the
captured sample on a new chip. Researchers from Johns
Hopkins University and RSA Labs published experimental
results of cloning a cryptographically protected Texas
Instruments digital signature transponder (DST) that was
used to buy gasoline and activate a car's ignition. Cloning is
a threat frequently categorized together with spoofing.
However spoofing and cloning are not the same. Although
both threats copy data from a legitimate tag, spoofing
emulates the transmission of tag data while cloning means
that the copied data is transferred onto a new tag owned by
the attacker. Just as spoofing, the communication between
legit RFID tags and readers will have to be read and stored,
but a tag could also be stolen and then physically read. The
data for the cloned tags are then altered to suit to the needs
of the desired attack and copied onto an empty tag. The
cloned tag is then inserted into a RFID system to perform
the planned attack.

III.  CONCLUSION

It is possible that RFID tags revolutionize society. While
bringing to fruition their convenience, we must understand
their risks also. Implementing ubiquitous network
connectivity in society will demand a close examination of
personal privacy from both the technical and social aspects.
Safety is one of the most important issues of communication
systems, especially for wireless communication systems
which use insecure wireless channel to communicate with
each other. InRFID systems, data transmission between tags
and readers or sometimes even data transmission between
readers and back-end database uses the wireless channel. It
is clear that RFID looks like a better candidate for various
applications like, smart appliances, shopping, medication
compliance, passports, libraries; toll- payment transponders
etc. than the well establish barcode system. But due to its
cost and resource constraint limitations, it does not have a
sufficient security and privacy support. Presently, many
researcher and scientist work to implement lightweight low
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cost security and privacy protocol to increase the
applicability.
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